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Unit-2: Modular Arithmetic

Random Number Generation – Introduction 

to Groups-ring and field – prime and relative 

prime numbers – modular arithmetic – 

Fermat’s and Euler’s theorem – primality 

testing – Euclid’s Algorithm – Chinese 

Remainder theorem –discrete algorithms



Random Numbers

➢ many uses of random numbers in cryptography 

⚫ nonces in authentication protocols to prevent replay

⚫ session keys

⚫ public key generation

⚫ keystream for a one-time pad

➢ in all cases its critical that these values be 

⚫ statistically random, uniform distribution, independent

⚫ unpredictability of future values from previous values

➢ true random numbers provide this

➢ care needed with generated random numbers



Pseudorandom Number 

Generators (PRNGs)

➢ often use deterministic algorithmic 

techniques to create “random numbers”

⚫ although are not truly random

⚫ can pass many tests of “randomness”

➢ known as “pseudorandom numbers”

➢ created by “Pseudorandom Number 

Generators (PRNGs)”



Random & Pseudorandom 

Number Generators



PRNG Requirements

➢ randomness

⚫ uniformity, scalability, consistency

➢ unpredictability

⚫ forward & backward unpredictability

⚫ use same tests to check

➢ characteristics of the seed

⚫ secure

⚫ if known adversary can determine output

⚫ so must be random or pseudorandom number



PRNG Requirements

➢Randomness 

⚫ Uniformity – at any point in the generation of 

the PRN sequence, the occurrence of a zero 

or a one is equally likely (i.e., p = 0.5)

⚫ Scalability – any test for randomness 

applicable to a sequence can also be applied 

to any random subsequence (it should pass)

⚫ Consistency – the characteristics of the PRN 

sequence of the PRNG must not depend on 

the seed used



Linear Congruential

Generator

➢ common iterative technique using:
Xn+1 = (aXn + c) mod m

➢ given suitable values of parameters can produce 
a long random-like sequence

➢ suitable criteria to have are:
⚫ function generates a full-period

⚫ generated sequence should appear random

⚫ efficient implementation with 32-bit arithmetic

➢ note that an attacker can reconstruct sequence 
given a small number of values

➢ have possibilities for making this harder



Blum Blum Shub Generator

➢ based on public key algorithms

➢ use least significant bit from iterative equation:
⚫ xi = xi-1

2 mod n 

⚫ where n=p.q, and primes p,q=3 mod 4

➢ unpredictable, passes next-bit test

➢ security rests on difficulty of factoring N 

➢ is unpredictable given any run of bits 

➢ slow, since very large numbers must be used

➢ too slow for cipher use, good for key generation 



Using Block Ciphers as PRNGs

➢ for cryptographic applications, can use a block 

cipher to generate random numbers

➢ often for creating session keys from master key

➢ CTR

Xi = EK[Vi]

➢ OFB

Xi = EK[Xi-1]
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Dti = date and time





Groups

• A group, G, is a set of elements with an associated binary 
operation, .  It is sometimes denoted {G,   }

• For each ordered pair (a, b) of elements in G, there is an 
associated element (a   b), such that the following axioms 
hold:
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Groups

• A finite group is a group with a finite number of elements, 
otherwise, a group is an infinite group.

• A group is said to be an abelian group if it satisfies the 
following condition:

• Examples of abelian groups:
• The set of integers (negative, zero, and positive), Z, under addition.  

The identity element of Z under addition is 0; 
the inverse of a is -a, for all a in Z.

• The set of non-zero real numbers, R*, under multiplication.  
The identity element of R* under multiplication is 1; 
the inverse of a is 1/a for all a in R*.
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Exponentiation and Cyclic Groups

• Exponentiation within a group is repeated application of 
the group operator, such that:

• A group G is cyclic if every element of G is a power gk (k is 
an integer) of  a fixed element g    G.  The element g is said 
to generate the group, or to be a generator of the group.

• A cyclic group is always abelian, and may be finite or infinite
• Example of a cyclic group:

• The group of positive integers, {N, +}, (N = {1, 2, 3, ...}) under addition is 
an infinite cyclic group generated by the element 1.  (i.e. 1 + 1 = 2, 1 + 1 
+ 1 = 3, etc.)


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Rings

• A ring, R, denoted by {R, +, }, is a set of elements with two binary 
operations, called addition (+) and multiplication (   ), such that, for a, b, 
c in R:

1)-5) R is an abelian group with respect to addition; for this case of an additive 
group, we denote the identity element as 0, and the inverse of a as -a.

6) Closure under multiplication:

If a and b belong to R, then a b is also in R

7) Associativity of multiplication:

a    (b    c) = (a    b)    c for all a, b, c, in R

8) Distributive Laws:

a    (b + c) = a    b + a    c  for all a, b, c, in R

(a + b)    c = a    c + b    c  for all a, b, c, in R


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Note that we often 
write a b as simply ab 

addition and multiplication are abstract operations here







 






  





Commutative Rings

• A ring is commutative if it satisfies the following additional 
condition:

9) Commutativity of multiplication: 

a     b = b    a  for all a, b, c, in R

Example of a commutative ring:
The set of even integers, {..., -4, -2, 0, 2, 4, ...}) under the normally 
defined integer operations of addition and multiplication.




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Integral Domains

• An integral domain is a commutative ring that obeys the 
following:

10) Multiplicative identity:

There is an element 1 in R such that a 1 = 1 a = a for all a in R

11) No zero divisors:

If a, b in R and a    b = 0, then either a = 0 or b = 0

 Example of an integral domain:
The set of all integers (Z = {..., -3, -2, -1, 0, 1, 2, 3, ...}) under the normally 
defined integer operations of addition and multiplication, {Z, +, }


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Fields

• A field, F, denoted by {F, +,   }, is a set of elements with two binary 
operations, called addition and multiplication, such that, for all a, b, c in 
F, the following apply:

1)-11) F is an integral domain

11) Multiplicative inverse:

For each a in F, except 0, there is an element a-1 in F such that:

 a    a-1 = a-1  a = 1


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Again, addition and multiplication are abstract operations
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Fields

• A field is a set in which we can do addition, subtraction, 
multiplication, and division without leaving the set.

• Division is defined:

 a/b = a(b-1)

Examples:

• The set of rational numbers, Q;  the set of real numbers, R, the 
set of complex numbers, C.

• The set of all integers, Z, is not a field, because only the 
elements 1 and -1 have multiplicative inverses in the integers.
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Groups, Rings, and Fields
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