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Unit-1: Computer and Network Security Concepts 

:
Computer Security Concepts- The OSI 

Security Architecture – Security Attacks 

- Security Services- Security 

Mechanisms - Fundamental Security 

Design Principles – Attack Surfaces and 

Attack Frees – A Model for Network 

Security Standards







































































































Fundamental Security Design Principles

• The National Centers of Academic Excellence (NCAE) in 

Information Assurance/Cyber Defense, which is jointly 

sponsored by the U.S. National Security Agency and the U. 

S. Department of Homeland Security listed the following as 

fundamental security design principles:

o Economy of mechanism

o Fail-safe defaults

o Complete mediation

o Open design

o Separation of privilege

o Least privilege
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Fundamental Security Design Principles

o Least common mechanism

o Psychological acceptability

o Isolation

o Encapsulation

o Modularity

o Layering

o Least astonishment
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Fundamental Security Design Principles

Economy of Mechanism

• Economy of mechanism means that the design of security 

measures embodied in both hardware and software should be 

as simple and small as possible.

• The motivation for this principle is that relatively simple, 

small design is easier to test and verify thoroughly.

• The more complex the mechanism, the more likely it is to 

possess exploitable flaws.

• Simple mechanisms tend to have fewer exploitable flaws and 

require less maintenance.
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Fundamental Security Design Principles

Fail-Safe Defaults

• Fail-safe default means that access decisions should be based 

on permission rather than exclusion.

• The default situation is lack of access, and the protection 

scheme identifies conditions under which access is permitted.

• A mechanism that explicitly excludes access tends to fail by  

allowing access, a failure that may long go unnoticed in 

normal use.
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Fundamental Security Design Principles

Complete Mediation

• Complete mediation means that every access must be checked 

against the access control mechanism.

• Systems should not rely on access decisions retrieved from a 

cache.

• In a system designed to operate continuously, this principle 

requires that, if access decisions are remembered for future use, 

careful consideration be given to how changes in authority are 

propagated into such local memories.

• File access systems appear to provide an example of a system that 

complies with this principle. However, typically, once a user has 

opened a file, no check is made to see of permissions change.
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Fundamental Security Design Principles

Open Design

• Open design means that the design of a security mechanism 

should be open rather than secret.

• For example, encryption keys must be secret, encryption 

algorithms should be open to public scrutiny.

• The algorithms can then be reviewed by many experts, and 

users can therefore have high confidence in them. This is the 

philosophy behind the NIST program of standardizing 

encryption and hash algorithms, and has led to the widespread 

adoption of NIST-approved algorithms.
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Fundamental Security Design Principles

Separation of Privilege

• Separation of privilege is defined in [SALT75] as a practice in 

which multiple privilege attributes are required to achieve 

access to a restricted resource.

• A good example of this is multifactor user authentication, 

which requires the use of multiple techniques, such as a 

password and a smart card, to authorize a user.

• The term is also now applied to any technique in which a 

program is divided into parts that are limited to the specific 

privileges they require in order to perform a specific task. This 

is used to mitigate the potential damage of a computer security 

attack.
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Fundamental Security Design Principles

Least Privilege

• Least privilege means that every process and every user of the 

system should operate using the least set of privileges necessary to 

perform the task.

• The system security policy can identify and define the various 

roles of users or processes.

• Each role is assigned only those permissions needed to perform its 

functions.

• Each permission specifies a permitted access to a particular 

resource (such as read and write access to a specified file or 

directory, and connect access to a given host and port). 
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Fundamental Security Design Principles

Least Common Mechanism

• Means that the design should minimize the functions shared 

by different users, providing mutual security.

• This principle helps reduce the number of unintended 

communication paths and reduces the amount of hardware 

and software on which all users depend, thus making it easier 

to verify if there are any undesirable security implications.
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Fundamental Security Design Principles

Psychological Acceptability

• Implies that the security mechanisms should not interfere unduly 

with the work of users, while at the same time meeting the needs 

of those who authorize access.

• If security mechanisms hinder the usability or accessibility of 

resources, users may opt to turn off those mechanisms.
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Fundamental Security Design Principles

Psychological Acceptability

• Where possible, security mechanisms should be transparent to the 

users of the system or at most introduce minimal obstruction.

• In addition to not being intrusive or burdensome, security 

procedures must reflect the user’s mental model of protection.

• If the protection procedures do not make sense to the user or if the 

user must translate his image of protection into a substantially 

different protocol, the user is likely to make errors.
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Fundamental Security Design Principles

Isolation

• Is a principle that applies in three contexts:

o Public Access Systems: Should be isolated from critical 

resources (data, processes, etc.) to prevent disclosure or 

tampering.

✓ In cases where the sensitivity or criticality of the 

information is high, organizations may want to limit the 

number of systems on which that data are stored and isolate 

them, either physically or logically.64



Fundamental Security Design Principles

o The Processes and Files of Individual Users Should be 

Isolated From One another Except Where it is Explicitly 

Desired: All modern operating systems provide facilities for 

such isolation, so that individual users have separate, isolated 

process space, memory space, and file space, with protections 

for preventing unauthorized access.

o Security Mechanisms Should be Isolated in the Sense of 

Preventing Access to those Mechanisms: For example, 

logical access control may provide a means of isolating 

cryptographic software from other parts of the host system and 

for protecting cryptographic software from tampering and the 

keys from replacement or disclosure.
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Fundamental Security Design Principles

Encapsulation

• Can be viewed as a specific form of isolation based on object-

oriented functionality.

• Protection is provided by encapsulating a collection of procedures 

and data objects in a domain of its own so that the internal 

structure of a data object is accessible only to the procedures of the 

protected subsystem and the procedures may be called only at 

designated domain entry points.
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Fundamental Security Design Principles

Modularity

• In the context of security, modularity refers to both the 

development of security functions as separate, protected modules 

and to the use of a modular architecture for mechanism design and 

implementation.

• With respect to the use of separate security modules, the design 

goal here is to provide common security functions and services, 

such as cryptographic functions, as common modules.

• For example, numerous protocols and applications make use of 

cryptographic functions.
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Fundamental Security Design Principles

Modularity

• Rather than implementing such functions in each protocol or 

application, a more secure design is provided by developing a 

common cryptographic module that can be invoked by numerous 

protocols and applications.

• The design and implementation effort can then focus on the secure 

design and implementation of a single cryptographic module, 

including mechanisms to protect the module from tampering.

• With respect to the use of a modular architecture, each security 

mechanism should be able to support migration to new technology 

or upgrade of new features without requiring an entire system 

redesign. 
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Fundamental Security Design Principles

Layering

• Layering refers to the use of multiple, overlapping protection 

approaches addressing the people, technology, and operational 

aspects of information systems.

• By using multiple, overlapping protection approaches, the failure 

or circumvention of any individual protection approach will not 

leave the system unprotected.

• This technique is often referred to as defense in depth.
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Fundamental Security Design Principles

Least Astonishment

• Least astonishment means that a program or user interface should 

always respond in the way that is least likely to astonish the user.

• For example, the mechanism for authorization should be 

transparent enough to a user that the user has a good intuitive 

understanding of how the security goals map to the provided 

security mechanism.
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Attack Surfaces and Attack Trees

Attack Surfaces

• An attack surface consists of the reachable and exploitable 

vulnerabilities in a system [MANA11, HOWA03]. Examples of 

attack surfaces are the following:

o Open ports on outward facing Web and other servers, and code 

listening on those ports

o Services available on the inside of a firewall

o Code that processes incoming data, email, XML, office documents, 

and industry-specific custom data exchange formats.

o Interfaces, SQL, and Web forms

o An employee with access to sensitive information vulnerable to a 

social engineering attack.
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Attack Surfaces and Attack Trees

Attack Surfaces

• Attack surfaces can be categorized in the following way:

o Network attack surface: This category refers to vulnerabilities over 

an enterprise network, wide-area network, or the Internet.

o Included in this category are network protocol vulnerabilities, such 

as those used for a denial-of-service attack, disruption of 

communications links, and various forms of intruder attacks.

o Software attack surface: This refers to vulnerabilities in application, 

utility, or operating system code. A particular focus in this category 

is Web server software.

o Human attack surface: This category refers to vulnerabilities created 

by personnel or outsiders, such as social engineering, human error, 

and trusted insiders.
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Attack Surfaces and Attack Trees

Attack Trees

• An attack tree is a branching, hierarchical data structure that 

represents a set of potential techniques for exploiting security 

vulnerabilities [MAUW05, MOOR01, SCHN99].

• The security incident that is the goal of the attack is represented as 

the root node of the tree, and the ways that an attacker could reach 

that goal are iteratively and incrementally represented as branches 

and sub-nodes of the tree.

• Each sub-node defines a sub-goal, and each sub-goal may have its 

own set of further sub-goals, etc.

• The final nodes on the paths outward from the root, i.e., the leaf 

nodes, represent different ways to initiate an attack.
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Attack Surfaces and Attack Trees

Attack Trees

• The motivation for the use of attack trees is to effectively exploit 

the information available on attack patterns.

• Organizations such as CERT publish security advisories that have 

enabled the development of a body of knowledge about both 

general attack strategies and specific attack patterns.

• Security analysts can use the attack tree to document security 

attacks in a structured form that reveals key vulnerabilities.

• The attack tree can guide both the design of systems and 

applications, and the choice and strength of countermeasures.

• The analysis used to generate the following tree considered the three 

components involved in authentication:
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Attack Surfaces and Attack Trees

Attack Trees

• User terminal and user (UT/U): These attacks target the user 

equipment, including the tokens that may be involved, such as 

smartcards or other password generators, as well as the actions of 

the user.

• Communications channel (CC): This type of attack focuses on 

communication links.

• Internet banking server (IBS): These types of attacks are offline 

attack against the servers that host the Internet banking 

application.75



Attack Surfaces and Attack Trees

Attack Trees

• Five overall attack strategies can be identified, each of which 

exploits one or more of the three components. The five strategies 

are as follows:

o User credential compromise: This strategy can be used against many 

elements of the attack surface. There are procedural attacks, such as 

monitoring a user’s action to observe a PIN or other credential, or theft of 

the user’s token or handwritten notes. An adversary may also compromise 

token information using

o Injection of commands: In this type of attack, the attacker is able to 

intercept communication between the UT and the IBS. Various schemes 

can be used to be able to impersonate the valid user and so gain access to 

the banking system.

76



Attack Surfaces and Attack Trees

Attack Trees

o User credential guessing: It is reported in [HILT06] that brute force 

attacks against some banking authentication schemes are feasible by 

sending random usernames and passwords. The attack mechanism is 

based on distributed zombie personal computers, hosting automated 

programs for username- or password-based calculation.

o Security policy violation: For example, violating the bank’s security 

policy in combination with weak access control and logging mechanisms, 

an employee may cause an internal security incident and expose a 

customer’s account.

o Use of known authenticated session: This type of attack persuades or 

forces the user to connect to the IBS with a preset session ID. Once the 

user authenticates to the server, the attacker may utilize the known session 

ID to send packets to the IBS, spoofing the user’s identity.
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Attack Surfaces and Attack Trees
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A Model for Network Security
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A Model for Network Security

This general model shows that there are four basic tasks in designing 

a particular security service:

1. Design an algorithm for performing the security-related 

transformation. The algorithm should be such that an opponent 

cannot defeat its purpose.

2. Generate the secret information to be used with the algorithm.

3. Develop methods for the distribution and sharing of the secret 

information.

4. Specify a protocol to be used by the two principals that makes use 

of the security algorithm and the secret information to achieve a 

particular security service.
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A Model for Network Security

• Many of us are familiar with the concerns caused by the 

existence of hackers who attempt to penetrate systems that can 

be accessed over a network.

• The hacker can be someone who, with no malign intent, simply 

gets satisfaction from breaking and entering a computer 

system.

• The intruder can be a disgruntled employee who wishes to do 

damage or a criminal who seeks to exploit computer assets for 

financial gain (e.g., obtaining credit card numbers or 

performing illegal money transfers).
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A Model for Network Security

• Another type of unwanted access is the placement in a 

computer system of logic that exploits vulnerabilities in the 

system and that can affect application programs as well as 

utility programs, such as editors and compilers.

• Programs can present two kinds of threats:

1. Information access threats: Intercept or modify data on 

behalf of users who should not have access to that data.

2. Service threats: Exploit service flaws in computers to inhibit 

use by legitimate users.82



Standards

• Standards have been developed to cover management practices and 

the overall architecture of security mechanisms and services.

• Various organizations have been involved in the development or 

promotion of these standards.

• The most important of these organizations are as follows.

o National Institute of Standards and Technology: NIST is a U.S. 

federal agency that deals with measurement science, standards, and 

technology related to U.S. government use and to the promotion of 

U.S. private-sector innovation.

o Despite its national scope, NIST, Federal Information Processing 

Standards (FIPS) and Special Publications (SP) have a worldwide 

impact.
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Standards

o Internet Society: ISOC is a professional membership society 

with worldwide organizational and individual membership.

o It provides leadership in addressing issues that confront the future 

of the Internet and is the organization home for the groups 

responsible for Internet infrastructure standards, including the 

Internet Engineering Task Force (IETF) and the Internet 

Architecture Board (IAB).

o These organizations develop Internet standards and related 

specifications, all of which are published as Requests for 

Comments (RFCs).
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